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Abstract

The demand for carbon neutrality leads to the transition from traditional syn-

chronous generator-based power systems to power electronics-enabled power

systems. The controllability and observability of power electronics devices are

achieved by underlying metering and communication infrastructures, which

are vulnerable to cyber-attacks. This review comprehensively investigates

the cyber resilience of power electronics-enabled power systems from three

aspects, i.e., before, during, and after cyber-attack events. Specifically, the

cyber resilience of multiple power electronics devices in power generation

(photovoltaic and wind), power transmission (high-voltage direct-current),

power prosumption (electric vehicle, smart building, microgrid), power storage,

and grid-tied converters, are addressed, respectively. In addition, this review

thoroughly investigates the representative cyber-attack events, cyber-defense

threats, cybersecurity regulations, and graphical cyber-physical architectures

of the power electronics-enabled power system. As a result, this review
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proposes a general cybersecurity paradigm of power electronics closed-loop

controllers. Therein, the cyber timescale, stealthiness, and threat between

power electronics closed-loop controllers and power grid open-loop applications

are investigated, respectively.

Highlights

• Cyber resilience of power electronics devices before, during, and after cyber

events.

• A general cybersecurity paradigm of power electronics closed-loop con-

trollers.

• Cyber events, threats, and regulations of power electronics-enabled power

systems.

• Graphical cyber-physical architectures of multiple power electronics devices.
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Abbreviations

AC alternating current

BACnet Building Automation and Control network

DC direct current

DFIG doubly-fed induction generator

DoE Department of Energy

DoS denial of service

FDI false data injection

HVAC heating, ventilation, and air-conditioning

HVDC high-voltage direct-current

IEC International Electrotechnical Commission

ISO International Organization for Standardization

LCC line-commutated converter
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MMC modular-multilevel converter

MPPT maximum power point tracking

NERC North American Electric Reliability Corporation

NFPA National Fire Protection Association

NIST National Institute of Standards and Technology

OPF optimal power flow

PMSG permanent magnet synchronous generator

PV photovoltaic

SAE Society of Automotive Engineers

SG synchronous generator

VSC voltage-sourced converter

1. Introduction

1.1. Cyber vulnerability of the power electronics-enabled power system

In response to global warming and climate crisis, many countries have

proposed roadmaps to achieve carbon neutrality [1]. As shown in Fig. 1, the

demand for net zero, as well as better grid flexibility, leads to the increasing

integration of power electronics devices [2] in different parts of a power system,

including but not limited to power generation (e.g., wind, photovoltaic), power

transmission (e.g., high-voltage direct-current system), power prosumption

(e.g., electric vehicle, smart building, and microgrid), and power storage
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(e.g., energy storage system). This leads to a transition from a traditional

synchronous generator (SG) based power system to a power electronics-enabled

power system [3].

As a result, the power electronics-enabled power system is enabled with

higher controllability and observability [4]. This is achieved via miscellaneous

power electronics controllers that heavily rely on related metering and commu-

nication infrastructure to collect measurement data from sensors, download

command data to actuators, and exchange necessary information with other

power electronics devices [5]. The underlying cyber layer, unfortunately,

introduces additional access points, i.e., cyber threats, which are attractive

for cyber-attackers and troublesome for system operators [6].

Hence, recent years have witnessed increasing reports of cyber-attack

events, which grow by nearly 2000% from 2006 to 2019 [7]. Specifically,

power 
generation

power 
transmission

power 
prosumption

power 
storage

wind

photovoltaic

battery line-commutated-converter (LCC)
two-terminal DC transmission

voltage-sourced-converter (VSC)
multi-terminal DC transmission

electric 
vehicle

smart
building

microgrid

Figure 1: A power electronics-enabled power system with power electronics devices in

power generation, power transmission, power prosumption, and power storage.
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the representative cyber-attack events on each power electronics device are

illustrated in Table 1, which indicates that the current cyber-physical power

electronics-enabled power system is rather vulnerable to cyber-attacks [8].

Therefore, as depicted in Fig. 2, different cybersecurity regulations and

roadmaps are proposed for not only power systems (e.g., IEC 62351 [9],

IEC 62443 [10], NIST 7628 [11]) but also power electronics devices [12],

including photovoltaic [13], wind [14], distributed energy resource [15], high-

voltage direct-current system [16], electric vehicle [17], smart building [18],

microgrid [19], energy storage system [20], etc. The detailed cybersecurity

regulations are illustrated in Table A.1 and Table A.2 in Appendix A. It

is observed that previous studies pay much attention to the cybersecurity

of industrial and power systems [21], while cybersecurity for specific power

electronics devices has been attracting more and more attention for recent

five years. This indicates the emerging need for enhancing the cyber resilience

of the power electronics-enabled power system against cyber-attack events [5].
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technical report 
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Figure 2: A timeline of representative regulations and roadmaps of power systems and power

electronics devices. BACnet: Building Autmoation and Control network. DoE: Department

of Energy. IEC: International Organization for Standardization. NIST: National Institute

of Standards and Technology. SAE: Society of Automotive Engineers.
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before
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fail
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fail

fail

fail
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success

destructive 
physical event
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Figure 3: Cyber or physical resilience before, during, and after a cyber or physical event.

1.2. Cyber resilience of the power electronics-enabled power system

Generally, the resilience of a system is defined as the ability to “anticipate,

absorb, adapt to and/or rapidly recover from a disruptive event” [30]. For

the disruptive physical events (e.g., hurricane, flood, sandstorm, etc.) on

a power system, the physical resilience enhancement strategies are usually

divided into three stages in Fig. 3 [31], i.e., 1) resilience assessment and/or

resource pre-allocation before the physical event; 2) sequential response and/or

attack-defense game during the physical event; 3) system restoration after

the physical event. Similarly, the cyber resilience enhancement strategies of

the power electronics-enabled power system can be divided into three stages,

i.e., identification, detection, and response, which are widely accepted by the

power industry [14, 13] and academia [31, 32].

As shown in Fig. 3 [13, 31], before the cyber-attack event, the cyber

defenders focus on finding cyber threats, identifying cyber-attack paths, and

evaluating the impacts. During the cyber-attack event, the cyber defenders

concentrate on the cyber-attack detection using either model-based methods

9



or data-driven methods. Both the identification strategies and detection

strategies focus on avoiding the successful connection between cyber-attacks

and power grids. After the cyber-attack event, the cyber defenders aim

to effectively respond and mitigate the cyber-attack using cyber resilient

strategies.

1.3. Related reviews regarding cyber resilience of power electronics-enabled

power systems

The importance of power system physical resilience has been well identified.

For instance, Ahmadi et al. [33] present a review of the energy system physical

resilience from analytical, technical, and mathematical viewpoints. Moreover,

Younesi et al. [34] investigate the resources and methods to evaluate and

improve the power system physical resilience from the perspective of smart

grids. Apart from physical resilience, the cyber resilience of traditional SG-

based power systems is another important topic. For example, Xu et al. [31]

provide a review of the cyber-physical resilience-oriented techniques based

on a general system theory. Furthermore, a comprehensive review of energy

system cyber and physical resilience is presented with a detailed landscape of

threats and countermeasures [35].

Nevertheless, studies on the cyber resilience of power electronics devices

inside a power system are limited. The pioneering work [5], which is under a

committee from the IEEE Power Electronics Society, investigates the need for

cybersecurity solutions to the power electronic systems from both hardware

and software mechanisms. As shown in Table 2, most of the previous efforts

have been focused on the cyber resilience of individual power electronics

devices.

10



First, for the power electronics devices in power generation, the U.S. De-

partment of Energy publish several roadmaps regarding the cyber resilience

of the photovoltaic system [13, 36] and the wind system [14, 37]. Moreover,

Ye et al. [38] address the cyber resilience of the photovoltaic system from a

hardware, firmware, communication, and network perspective. Furthermore,

Zografopoulos et al. [39] investigate cyber-attacks targeting the autonomous

capabilities and ancillary services of distributed energy resources (DER). In

addition, Tuyen et al. [40] illustrate the cyber vulnerabilities of grid-supportive

services of DER. Second, for the power electronics devices in power trans-

mission, a technical report [16] is published to address the threat modeling,

intrusion detection, and hardware-in-the-loop test-bed of the cybersecurity of

the high-voltage direct-current transmission systems. Third, for the power

electronics devices in power prosumption, the cyber resilience of the charging

infrastructures [41, 42] and connected network [43] of electric vehicles are

investigated. Moreover, Li et al. [44] address the cyber vulnerabilities of

building automation systems at management, automation, and field level.

Furthermore, Gaggero et al. [45] and Jmail et al. [46] identify the cyber

vulnerabilities and recent advancements of microgrids. Fourth, for the power

electronics devices in power storage, Trevizan et al. [47] and Johnson et al. [48]

investigate the attack vectors, protective measures for grid-connected battery

energy storage systems and corresponding grid-support applications. Finally,

the cyber resilience of grid-tied converters is comprehensively investigated by

identifying the potential cyber vulnerabilities from device/grid level [49] and

control/cyber layer [50].

11



T
ab

le
2:

C
om

p
ar
is
on

of
re
la
te
d
st
u
d
ie
s
re
g
a
rd
in
g
cy
b
er

re
si
li
en
ce

o
f
p
ow

er
el
ec
tr
o
n
ic
s
d
ev
ic
es

in
p
ow

er
sy
st
em

s

st
u
d
ie
s

p
h
y
si
c
a
l

re
si
li
e
n
c
e

c
y
b
e
r
re

si
li
e
n
c
e

p
ow

er

ge
n
er
at
io
n

p
ow

er

tr
a
n
sm

is
si
o
n

p
ow

er

p
ro
su
m
p
ti
o
n

p
ow

er

st
o
ra
g
e

p
ow

er
el
ec
tr
o
n
ic
s

co
n
ve
rt
er

cy
b
er
se
cu
ri
ty

p
a
ra
d
ig
m

sh
if
t

[3
3,

34
]

✓
-

-
-

-
-

-

[3
6,

38
],

[1
4,

37
],

[3
9,

40
]

-

p
h
ot
ov
ol
ta
ic
,

w
in
d
,

D
E
R

-
-

-
-

-

[1
6]

-
-

H
V
D
C

-
-

-
-

[4
2,

43
],

[4
4]
,

[4
5,

46
]

-
-

-

el
ec
tr
ic

v
eh
ic
le
,

sm
a
rt

b
u
il
d
in
g
,

m
ic
ro
g
ri
d

-
-

-

[4
7,

48
]

-
-

-
-

b
a
tt
er
y
en
er
g
y

st
o
ra
g
e
sy
st
em

-
-

[4
9,

50
]

-
-

-
-

-
g
ri
d
-t
ie
d

co
n
ve
rt
er

-

th
is

re
v
ie
w

-
✓

✓
✓

✓
✓

✓

12



However, few previous efforts focus on the cyber resilience of a power

electronics-enabled power system with multiple power electronics devices

(in power generation, power transmission, power prosumption, and power

storage) from all three aspects, i.e., before, during, and after cyber-attack

events. More importantly, the general cybersecurity paradigm of power

electronics controllers, which is experiencing a significant paradigm shift from

the cybersecurity paradigm of power grid applications, is still not investigated

sufficiently.

Therefore, to investigate the cyber resilience of a power electronics-enabled

power system, three different research fields need to be addressed, including the

data

integrity: false-data-injection (FDI) cyber-attack
man-in-the-middle cyber-attack

availability: denial-of-service (DoS) cyber-attack
time-delay cyber-attack

confidentiality: malware, worm, decryption

cyber
resilience

cybersecurity

power electronics

power system

influence

determine

generation:    wind, photovoltaic
transmission: high-voltage direct-current system
prosumption: electric vehicle, smart building, microgrid
storage: energy storage system

observability: data collected/transmitted by
metering/communication infrastructure

controllability: measurement data and 
command data as control inputs

before cyber event
during cyber event
after cyber event

identification
detection
response

Figure 4: Three interdependent research fields in investigating the cyber resilience of a

power electronics-enabled power system.
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cybersecurity, the power electronics, and the power system, whose interactions

are illustrated in Fig. 4. First, the resilience of a power system before, during,

and after a cyber-attack event is significantly determined by the performance

of the interconnected power electronics devices, which are geographically

widespread in power generation, power transmission, power prosumption,

and power storage. Then, the controllability and observability of each power

electronics device depend on the measurement and command data, which

are collected and transmitted via underlying metering and communication

infrastructure, respectively. In addition, the measurement and command data

could be compromised by cyber-attacks in the sense of data integrity (e.g., the

false-data-injection cyber-attack), data availability (e.g., the denial-of-service

cyber-attack), and data confidentiality (e.g., malware).

The contributions of this review are summarized as follows. First, from

the viewpoints before, during, and after cyber-attack events, this review

comprehensively investigates the cyber resilience of power electronics-enabled

power systems. Specifically, the cyber resilience of multiple power electronics

devices in power generation (photovoltaic and wind), power transmission

(high-voltage direct-current), power prosumption (electric vehicle, smart

building, microgrid), power storage, and grid-tied converters, are addressed,

respectively. In addition, this review thoroughly investigates the representative

cyber-attack events, cyber-defense threats, cybersecurity regulations, and

graphical cyber-physical architectures of the power electronics-enabled power

system. As a result, this review proposes a general cybersecurity paradigm

of power electronics closed-loop controllers. Therein, the cyber timescale,

stealthiness, and threat between power electronics closed-loop controllers and
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power grid open-loop applications are investigated, respectively.

2. Cyber resilience of grid-tied converters

Typically, the DC/AC (or AC/DC) power electronics converters can be

divided into two main types, i.e., the line-commutated-converters (LCC) and

the voltage-sourced-converters (VSC). The LCC is usually applied for two-

terminal HVDC transmission systems, which will be illustrated in Section 4.

The VSC, including the modular-multilevel-converters (MMC), is the widely

used energy conversion interface that bridges the power grid and the intercon-

nected power electronics devices, which include the converter-based resources

such as the wind [14], photovoltaic [13], HVDC [16], electric vehicle [41],

smart building [51], microgrid [52], energy storage system [20], etc.

As shown in Fig. 5, the grid-tied converter, which is a cyber-physical

system, is operated in a hierarchical control and communication architecture

with multiple control in multiple levels. First, according to the command

active/reactive current control

active/reactive power control,
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droop/margin control,
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Figure 5: Control and communication architecture of a grid-tied converter.
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from the control center and other converters, the coordination control level

(e.g., the virtual inertia/damping control [53], frequency/power modulation

control [54], droop/margin control [55]) provides references for the outer

control level. Then, according to the received command and the collected

measurement, the outer control level (e.g., active/reactive power control and

AC/DC voltage control [56]) provides references for the inner control level.

Finally, according to the received command and the collected measurement,

the inner control level (e.g., active/reactive current control) provides references

for the switching devices.

The cyber vulnerabilities of each control level are different from each other

due to different control timescales, different metering and communication

devices. However, all the collected measurement data and the transmitted

command data in different control levels could be potential cyber threats,

including [38]: 1) remote or owner access via software update or user interface;

2) access via flash drives or local area network; 3) firmware modification

and malware injection; 4) reverse engineering physical access. Specifically,

the cyber resilience of the grid-tied converter before, during, and after a

cyber-attack event is investigated as follows.

2.1. Before a cyber-attack event

For cyber-attack impacts on local controllers, Zografopoulos et al. [57]

evaluate the impacts of firmware cyber-attacks on the maximum power point

tracking (MPPT) controller of a grid-tied solar inverter. Moreover, for

cyber-attack impacts on grid-support functions, Sahoo et al. [50] evaluate

various cyber-attacks on the VSC grid-supportive services, including frequency

response control, wide-area damping control, etc. Similarly, Barua et al. [58]
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demonstrate that a stealthy non-invasive DoS cyber-attack could spoof the

Hall sensor of a grid-tied solar inverter to perturb grid voltage, frequency,

active and reactive power.

2.2. During a cyber-attack event

For model-based cyber-attack detection, Burgos-Mellado et al. [59] propose

a Kalman filter-based method to detect the FDI cyber-attacks on the voltage

sensor measurement of sub-modules inside an MMC. Moreover, Zhang et

al. [60] present a model-based detection method to identify cyber-attacks

on the interleaved active neutral point clamped PV converter based on a

Kalman filter and state-space model. In addition, for data-driven cyber-

attack detection, Li et al. [61] propose a multi-layer long short-term memory

network-based detection algorithm against data integrity cyber-attacks on

dc-dc converters and dc-ac converters of PV systems.

2.3. After a cyber-attack event

Wang et al. [62] propose a distributed cyber-resilient cooperative control

for bidirectional interlinking converters against FDI cyber-attacks. Simi-

larly, Sahoo et al. [63] present an adaptive cyber-resilient controller for the

synchronization of multiple cooperative grid-forming converters against FDI

cyber-attacks. In addition, using a digital model predictive controller and

an analog proportional integral controller, Chen et al. [64] propose a parallel

control framework against cyber-attacks on power electronics converters.

Remark: As a general energy conversion interface between power elec-

tronics devices and a power grid, the converter itself is also part of the

interconnected power electronics devices. Cyber threats exist in each control
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level of the hierarchical communication architecture with different control

timescales. In this regard, the power electronics converter could be prior

target for cyber-attackers from either hardware modifications or software

injections.

3. Cyber resilience of power generation

This section investigates the cyber resilience of two typical power electronics-

based devices in power generation, i.e., photovoltaic and wind generation

systems.

3.1. Photovoltaic

To reach the goal of carbon neutrality, the penetration rate of renewable

energy sources is increasing at an incredible speed. In 2022, PV generation

has increased by 270 TWh (26ĉompared with 2021), reaching around 1300

TWh [65]. It is estimated that solar energy can serve more than 40% of the

electricity demand in the U.S [66].

As shown in Fig. 6 [67], the PV system, which is a cyber-physical system,

is vulnerable to cyber-attacks on both the DC/DC converter and the DC/AC

converter. For instance, in 2019, a 106 MW PV project is compromised in

California, U.S., due to a DoS cyber-attack on the firewall [22]. Thus, as

shown in Table 3, the cybersecurity of the PV system has been attracting

attention from national laboratories and universities for recent five years. The

cyber treats of a PV system include but are not limited to [13] the lack of

cybersecurity investment by industry, the insufficient information sharing of

cyber vulnerabilities and incidents. Specifically, the cyber resilience of a PV

system before and during a cyber-attack event is investigated as follows.
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3.1.1. Before a cyber-attack event

Using Markov-based state transition rules, Liu et al. [70] propose a risk

assessment method to evaluate the cybersecurity of PV-based microgrids

when PV control systems are hacked. Moreover, Teymouri et al. [71] evaluate

the economic impacts of cyber-attack on the reactive power control loop of a

grid-connected PV system.

3.1.2. During a cyber-attack event

For model-based cyber-attack detection, Isozaki et al. [72] propose a four-

step rule-based detection algorithm against cyber-attacks that falsify the

voltage control measurement and could lead to voltage violation and output

power loss. In addition, Ibrahim et al. [73] present an active detection method

to detect cyber-attacks on sensor measurements of grid-tied PV systems by

introducing a private watermarking signal.

photovoltaic 
array

transformer AC 
grid

DC/DC 
converter

DC/AC 
converter

=
=

=
=

power / voltage control

current controlMPPT control
cyber layer

physical layer

potential cyber threats
command data via

communication device
measurement data via
communication device

data collection via 
metering device

power system control center

Figure 6: Control and communication architecture of a typical photovoltaic system. MPPT:

maximum power point tracking.
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Table 3: Technical reports and reviews of PV cybersecurity

theme institute year

DER cybersecurity [68]

Sandia

National

Laboratory

2017

cybersecurity of

general PV systems

(roadmap) [13]

2017

cybersecurity of

general PV systems

(final report) [36]

2019

cybersecurity of

distributed PV [69]
2019

cybersecurity of

PV plant operation [22]

National Renewable

Energy Laboratory
2021

review of PV cyber-

physical security [38]

University of

Georgia
2021

For data-driven cyber-attack detection, Guo et al. [67] propose a deep-

learning-based cyber-attack detection method for power electronics converter-

enabled PV farms to distinguish between cyber-attacks, normal conditions,

and faults. Moreover, Li et al. [74] present a waveform data-based signal

processing and online statistics associated method to detect cyber and physical

attacks on PV-interconnected distribution power grids. Furthermore, [75]

proposes a data-driven cyber-attack detection method for PV systems using

a transfer learning method and a convolutional neural network model. In

addition, [76] compares the performances of multiple data-drive detection

methods (e.g., artificial neural network and long short-term memory) that use

micro-phasor measurement units to detect the cyber-attacks on PV systems.
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3.2. Wind Generation

To achieve net-zero emissions in the future, wind generation keeps a fast-

growing trend in the past years [77]. The new capacity installed of global

wind energy increased by 78 GW and 265 TWh, reaching up to 906 GW and

2100 TWh in total [78, 79].

As shown in Fig. 7 [14], the wind generation, including the doubly-fed

induction generator (DFIG) type and the permanent magnet synchronous gen-

erator (PMSG) type, is a cyber-physical system, which could be compromised

by multiple cyber threats: 1) the trend of digitalization and coordination

control of wind farms [80]; 2) the various communication protocols from dif-

ferent interests [37]; 3) the lack of wind-specific cybersecurity standards and

products [81]; 4) the multiple parties involved in the wind plant lifecycle [14].

As a result, the consequences of cyber-attacks on wind generation could

speed 
control

pitch 
control

terminal AC 
voltage control

DC
voltage control

inner 
current control
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control

inner 
current control
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metering device
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transformer
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rotor-side 
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Figure 7: Control and communication architecture of the doubly-fed induction generator

(DFIG) wind generation and the permanent magnet synchronous generator (PMSG) wind

generation. MPPT: maximum power point tracking.
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be the wind turbine manipulation [14], the wind farm disruption, and the

substation damage [82]. For instance, a wind operator’s control was ceased by

a cyber-attack over around 500 MW of wind turbines in Salt Lake City, U.S.

in 2019 [14]. Hence, both academia and industry have been devoted to wind

cyber resilience in recent years. Idaho National Laboratory has published

a cybersecurity roadmap for bulk wind projects [14] and a cybersecurity

guide for distributed wind [37]. Therein, the cyber resilience enhancement

strategies for wind energy are divided into four parts, i.e., wind cyber-culture

development, identification, detection, and response [14]. Moreover, a research

project under General Electric Global Research and the U.S. Department

of Energy focuses to accommodate and respond to cyber-attacks on wind

generation by proposing a novel classification and risk prioritization struc-

ture [83]. In addition, technical companies, e.g., General Electric, provide

a set of professional solutions and services to assess, harden, and maintain

the cybersecurity of wind farms [81]. Detailed studies regarding the cyber

resilience of wind energy are investigated as follows.

3.2.1. Before a cyber-attack event

For the wind farm, Yan et al. [84] identify the cyber vulnerabilities of a

wind farm supervisory control and data acquisition system and its impact on

power system dynamics. Moreover, Zhang et al. [85] identify critical cyber-

attack scenarios of an integrated wind farm energy management system using

Bayesian attack graph models. Furthermore, Wu et al. [86] evaluate the impact

of wind farms’ cybersecurity by modelling cyber-attacks on instantaneous

failure and longtime fatigue of wind turbines.

For wind turbines, [87] and [88] identify the cyber vulnerabilities of two
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different wind turbines. For wind grid-support functions, Johnson et al. [89]

evaluate the risks of cyber-attacks on the grid-support functions, includ-

ing frequency ride-through trip, voltage ride-through trip, soft-start ramp,

frequency-watt, and voltage-watt functions, etc. For wind-integrated power

systems, Liu et al. [90] propose a cybersecurity assessment approach using

deep reinforcement learning and an adapted Common Vulnerability Scoring

System. For wind power forecasting, Zhang et al. [91] quantify the robustness

of wind power forecasting against FDI cyber-attack using the Monte Carlo

method.

3.2.2. During a cyber-attack event

For data-driven cyber-attack detection, Bi et al. [92] propose a meta-

learning-based detection network to mitigate profit-oriented FDI cyber-attack

against wind farms. Moreover, Marino et al. [93] introduce a fully virtualized

testbed for data-driven anomaly detection systems in a wind-powered grid.

3.2.3. After a cyber-attack event

Amini et al. [94] propose an observer-based cyber resilient control frame-

work for a DFIG-based wind park against DoS and/or deception cyber-attacks

that attempt to destabilize the wind park from a sub-synchronous perspec-

tive. In addition, Ghafouri et al. [95] present a robust static-output-feedback

controller for a DFIG-based wind park against sub-synchronous interaction-

related cyber-attacks.

Remark: Typically, the PV system operates with a DC/DC converter and

a DC/AC converter, while the wind system operates with a rotor-side AC/DC

converter and a grid-side DC/AC converter. Although the control strategies
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are different, both the PV system and the wind system are intrinsically

cyber-physical systems that are vulnerable to potential cyber-attacks. More

attention should be paid to the cybersecurity of not only PV arrays and wind

turbines but also the interdependent converters, including DC/DC, DC/AC,

and AC/DC.

4. Cyber resilience of HVDC transmission

As a critical infrastructure to meet the demand of long-distance bulk

power transmission, the HVDC transmission system plays an important role

in determining the secure operation of the whole power system. The total

HVDC transmission capacity is expected to achieve 400 GW in 2022, some of

which even exceeds 10 GW in China [96]. The HVDC transmission system

market has more than 12.61 billion U.S. dollars market size in 2023 and this

value is expected to be 19.65 billion U.S. dollars in 2028 [97].

There are mainly two types of HVDC systems [98], i.e., the LCC HVDC

transmission system that is suitable for two-terminal applications, and the

VSC transmission system that is suitable for multi-terminal applications.

Since the thyristor has a relative higher voltage level and power level than the

insulated gate bipolar translator currently, the LCC HVDC still plays a more

predominant role in numbers than VSC HVDC in ultra- and extra- HVDC

transmission projects [99]. However, since the VSC HVDC system is capable

of simultaneously controlling both the active power and reactive power, it

is a more promising technology than the LCC HVDC system [100]. Hence,

both the two kinds of HVDC systems are of great importance [16], [101].

According to IEC 60919 [102], the control and communication architecture
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of a two-terminal LCC HVDC system is depicted in Fig. 8. Therein, the inter-

station control (e.g., the current margin control [102]) receives the command

from the control center and coordinates the control references in both the

rectifier station and inverter station. Then, the intra-station control inside

each HVDC station (e.g., the DC current control in the rectifier station and

the DC voltage control in the inverter station) provides the firing angle for

the thyristors.

By comparison, according to IEC 60543 [103], the control and commu-

nication architecture of a multi-terminal VSC HVDC system is depicted

in Fig. 9. Therein, the intra-station control (e.g., the outer power/voltage

control and inner current control) provides references for the IGBTs according

to the received command and the collected measurement. In addition, the

inter-station control (e.g., the leader/follower control [104], the voltage droop

control [55], the voltage margin control [104]) globally coordinates multiple

VSC stations with real-time information exchange.

In other words, both the LCC and VSC HVDC system are cyber-physical
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Figure 8: Control and communication architecture of a two-terminal LCC HVDC system.
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systems, which could be vulnerable to cyber threats, including: 1) the in-

creasing access points due to the trend to digital HVDC stations [105]; 2) the

insufficient computing resources to support cybersecurity capabilities [101];

3) the geographically widespread and publicly accessible HVDC stations [16];

4) the trade-off between cybersecurity capability and real-time emergency

response [101]. Therefore, the cybersecurity of the HVDC transmission system

has been receiving attention from both academia [101] and industry, including

Texas Instruments [106], Hitachi Energy [107], and Siemens Energy [108].

Detailed studies regarding the cyber resilience of the HVDC system are

investigated as follows.

4.1. Before a cyber-attack event

Using a structured pseudospectrum and a vertical search method, Ding et

al. [109] evaluate the impacts of cyber-attacks on the small-signal stability

margin of a two-terminal MMC HVDC system. Moreover, Zhao et al. [110]
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propose a novel index to quantify the resilience margin of the wide-area

damping control in a two-terminal VSC HVDC system against DoS and

deception cyber-attacks. Furthermore, Fan et al. [111] assess the impacts of

three cyber-attacks, i.e., timing attack, replay attack, and FDI attack, on a

hybrid AC and two-terminal LCC HVDC system. In addition, Pan et al. [112]

evaluate the impacts of DoS and FDI cyber-attacks on the load frequency

control of a hybrid AC and two-terminal LCC HVDC system with emulated

inertia.

4.2. During a cyber-attack event

For model-based cyber-attack detection, Chen et al. [23] propose a rule-

based method to detect the FDI cyber-attacks on the wide-area damping

control of a two-terminal LCC HVDC system. Moreover, Nuqui et al. [113]

present an estimation-based detection method against FDI cyber-attacks on

power order commands of a two-terminal LCC HVDC system. In addition,

model-based detection methods against FDI cyber-attack on measurement

data are proposed for a multi-terminal VSC HVDC system [114] and a series

multi-terminal LCC HVDC system [115], respectively.

For data-driven cyber-attack detection, Sun et al. [116] propose a squeeze-

excitation double conventional neural network to realize fast detection of

the FDI cyber-attacks on phasor measurement unit data for the ancillary

services of a two-terminal MMC HVDC system. Moreover, Roy et al. [117]

present a multi-agent-based approach to detect cyber-attacks on the power

modulation controller of a two-terminal VSC HVDC system. In addition,

Chen et al. [118] propose a feedforward neural network-based method to

detect the FDI cyber-attacks on measurement data of a two-terminal LCC
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HVDC system.

4.3. After a cyber-attack event

First, for the VSC HVDC systems, Qiu et al. [119] propose a hybrid

data-driven based ancillary control strategy to suppress the impacts of the

FDI cyber-attacks on the phasor measurement unit data of a two-terminal

VSC HVDC system. Moreover, Yao et al. [120] present a resilient wide-area

damping control for a two-terminal VSC HVDC system against inter-area

oscillations caused by deception cyber-attacks. Furthermore, Zhao et al. [121]

propose a resilient adaptive wide-area damping control framework for a

two-terminal VSC HVDC system against FDI cyber-attacks.

Second, for the MMC HVDC systems, Sun et al. [122] propose an attack-

defense response control framework to mitigate the impacts of cyber-attacks on

the communication of the wide-area measurement system in a two-terminal

MMC HVDC system. In addition, [116] presents a frequency injection-

based HVDC attack-defense control to suppress the potential impacts of FDI

cyber-attacks on the MMC HVDC ancillary services. Third, for the LCC

HVDC systems, based on a two-timescale cyber-attack evaluation model, Hou

et al. [123] propose an event-triggered cybersecurity enhancement strategy

against non-simultaneous cyber-attacks on a multi-infeed LCC HVDC system.

Remark: Although the two-terminal LCC HVDC system and the multi-

terminal VSC HVDC system operate in different control strategies with

different switching devices, both of them are intrinsically cyber-physical

systems that suffer from malicious cyber-attacks on the inherent power elec-

tronics controllers. This could be dangerous for the power balances and secure

operations of multiple asynchronously interconnected AC systems, which may
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result in unaffordable economic and social impacts.

5. Cyber resilience of prosumers

To curb carbon emissions and deal with climate change, the penetration

level of renewable energy has increased dramatically. Hence, more and more

power electronics devices are deployed in the power system since they are

critical components in converting renewable energy into electricity. As a

result, the proliferation of renewable energy has also transferred the role

of traditional passive consumers into active prosumers, who are capable of

producing power energy and interacting with the power grid. Therefore, more

advanced communication infrastructures are needed for better demand-side

management. However, more flexible interaction between users and the power

grid also leads to more cyber vulnerability in communication security or

physical device security. Identifying potential cyber threats and developing

corresponding defense strategies are critical to enhancing the cyber resilience

of prosumers. This review investigates the cyber resilience of three widely

applied prosumers, i.e., the electric vehicle, the smart building, and the

microgrid.

5.1. Electric vehicles

Driven by the low-carbon vision and sustainable policy, the penetration

rate of electric vehicles is increasing significantly. According to the Interna-

tional Energy Agency [124], the number of electric vehicles on the road tripled

within three years by 2021. The sales of electric vehicles nearly doubled in

2021 than 2020. The market share of electric vehicle sales in 2021 is about
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four times that of 2019. It is estimated that plug-in vehicle sales will reach

20.6 million in 2025, which is more than three times that of 2021 [125].

As electric vehicles have already become a significant part of both the

power and transportation industry, concerns about cybersecurity issues are

raised more frequently since manipulating the vehicles has been proven

to be feasible [126]. In 2015, a Jeep Cherokee was remotely controlled

and its acceleration and brakes are disabled [24]. Moreover, Tencent Keen

Security Lab also proved the feasibility of remotely controlling the steering

system and disturbing the autowipers function of Tesla [25]. In addition,

Schneider Electric managed to identify cyber vulnerabilities of an electric

vehicle charging station, get access full privileges, and influence the normal

operation of devices [127].

In this regard, several cybersecurity standards are developed to ensure the

safety of electric vehicles, including ISO/SAE 2143 [17], SAE J2847/1 [128],

etc. In addition, several research projects are proposed to identify vulnerabili-

ties and construct cyber-resilient electric vehicles, including Pacific Northwest

National Laboratory [128], Sandia National Laboratory [41], National Renew-

able Energy Laboratory [126], and Idaho National Laboratory [129].

Among various cyber-attacks, the main cyber concerns for electric vehicles

are the DoS cyber-attack, FDI cyber-attack, replay cyber-attack, and malware

infection [130, 43]. Specifically, the potential cyber threats for electric vehicles

include but are not limited to: 1) the communication links between electronic

control units and subsystems inside electric vehicles [131]; 2) the frequent

connection between the electric vehicle supply equipment and the electric

vehicle in either a physical or wireless way [42]; 3) the multi-interface structure
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that provides more access points for malicious attacks [132]. This leads to the

critical importance to address the cyber resilience of electric vehicles before,

during, and after cyber-attack events.

5.1.1. Before a cyber-attack event

For cyber-attack impacts on local controllers of electric vehicles, Li et

al. [133] adopt blockchain and fog computing technology to construct a

charging scheme that is resilient to eavesdropping attacks and thus guarantees

privacy. Dey et al. [134] propose a hardware-based real-time data processing

algorithm for early detection and prevention of cyber-attacks that target the

onboard charging system of electric vehicles. Wang et al. [135] establish an

authentication protocol for electric vehicle charging using the Canetti and

Krawczyk as the threat model, which can prevent potential cyber-attacks such

as replay attacks and impersonation attacks. In addition, for cyber-attack

impacts on grid-support functions of electric vehicles, Acharya et al. [136]

design a demand-side data-driven cyber-attack strategy that can use plug-in

electric vehicles to jeopardize the secure operation of a power system.

5.1.2. During a cyber-attack event

For the model-based cyber-attack detection method, Guo and Ye [137]

propose an index-based evaluation metric and a coordinated detection method

for electric vehicles with four motor drive systems. Dey and Khanra [138]

propose a detection algorithm concerning the FDI attacks in battery packs of

electric vehicles. Girdhar et al. [139] establish a Hidden-Markov-Model-based

defense model considering the cybersecurity of an extremely fast charging

station. The established defense model can detect malicious cyber intrusions,
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predict potential targets and generate defense strategies to mitigate attacks

in multi-step scenarios. Abdollahi et al. [140] propose an observer-based

control-oriented framework to deal with DoS attacks in connected vehicles.

The proposed scheme can achieve real-time modeling and detection of DoS

attacks as well as estimate the possible impact. In addition, for the data-

driven cyber-attack method, Kavousi-Fard et al. [141] develop an anomaly

detection model based on the generative adversarial network and the modified

firefly algorithm to mitigate the vulnerability in the communication process

between the electric control unit and other hardware units in the electric

vehicle.

5.1.3. After a cyber-attack event

Rana [142] proposes an optimal state estimation and control algorithm

against cyber-attacks in the communication channel of electric vehicles.

Mousavian et al. [143] propose a response model to prevent the spread

of malware in the electric vehicle supply equipment network. The model is

formulated as a mixed integer linear programming problem that can jointly

optimize the propagation risks and the disconnection level. Kabir et al. [144]

establish a back propagation neural network-based detection scheme and

an optimization-based wide-area controller against switching attacks in the

charging network of electric vehicles.

5.2. Smart buildings

Buildings account for 36% of global energy demand and 37% of energy-

related carbon emissions in 2020 [145]. A smart building, which is referred to

as a building equipped with integrated technology systems [146], has attracted
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much attention due to its great potential for cutting down green house gas

emissions. Typically, smart buildings contain multiple components, includ-

ing the heating, ventilation, and air-conditioning (HVAC) system, lighting

control system, metering, fire protection system, access control system, video

surveillance system, vertical transport and facilities management system [147],

etc. Those components jointly contribute to operational efficiency and service

availability. In addition, the efficient energy usage and high-performance

information communication capability enable a smart building with more

flexibility to engage in demand-side management of power grids, leading to a

grid-interactive building [148].

However, the interconnectivity and interoperability between subsystems as

well as increasing digitization provide cyber-attack interfaces that exacerbate

the building’s confidentiality and security [147]. Multiple interfaces either in

hardware or software may all become possible intrusion entrances. Attackers

can get access to the control system to gain privilege, which makes it possible

to directly control the physical equipment or steal private data [149]. More

importantly, since a smart building usually interconnects with many outer

devices and systems (e.g., electric vehicles, mobile phones, and power grids),

it could become a medium to spread malicious attacks.

There are already reports about cyber-attacks on buildings. In Australia,

it is demonstrated that the building management system of Google Australia

Office can be hacked [26]. Target Corporation, one of the top retailers in the

U.S., was hacked via HVAC systems using stolen network credentials, leading

to approximately 40 million debit and credit card accounts exposition [27]. In

the first half of 2019, it is estimated that nearly 40% smart building automation
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systems in 40,000 randomly selected samples have experienced malicious cyber-

attacks [150]. This leads to the emerging need for cybersecurity standards of

smart buildings, e.g., BACnet Secure Connect [18].

5.2.1. Before a cyber-attack event

Before cyber-attacks on a smart building, it is necessary to construct

attack models, identify cyber vulnerabilities and potential attack paths. For

instance, Fu et al. [151] propose a threat injection framework targeting energy

simulators in buildings. The proposed framework is shown to be practical for

energy simulators based on functional mock-up units. Moreover, Meyer et

al. [152] propose a threat model and an attack tree for threat identification

in building automation, which can help develop a more secure system.

5.2.2. During a cyber-attack event

During cyber-attacks on a smart building, timely detection and evaluation

are necessary to stop the early spread of attacks and thus avoid negative

impacts and subsequent cascading failures. For example, Sheikh et al. [153]

develop a Boolean identification strategy to differentiate system faults or

cyber-attacks in the HVAC system. Therein, the type of attacks are identified

using the process control chart and day-ahead predicted logic. Furthermore,

Fu et al. [154] establish a simulation-based modeling and evaluation framework

for grid-interactive efficient buildings, which can quantify the impact of cyber-

attacks on building operation services.

5.2.3. After a cyber-attack event

After cyber-attacks on a smart building, is it essential to construct resilient

control strategies to maintain stable operation or recover from abnormal
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conditions as soon as possible. For instance, Paridari et al. [155] establish a

cybersecurity framework for the building energy management system, which

utilizes physical correlations between operating data for attack detection

and resilient control. In addition, Xu et al. [156] construct a deep-learning-

based HVAC control framework to enhance the fault tolerance ability when

temperature sensors are experiencing passive faults or active cyber-attacks.

5.3. Microgrids

The microgrids with the integration of distributed energy resources are

able to not only actively engage in demand-side management but also oper-

ate independently during power outages in the main power grid. As such,

the microgrids manage to enhance power reliability, improve energy effi-

ciency as well as facilitate the penetration of renewable energy sources [157].

Equipped with advanced information and automation infrastructure, a micro-

grid is intrinsically a cyber-physical system. Equipped with multiple power

electronics-controlled devices, the microgrids are vulnerable to adversarial

cyber-attacks [45] whether operated in isolated mode or in grid-connected

mode, leading to catastrophic results on critical loads and interconnected

grids [158].

Specifically, with threat modeling on microgrids [159, 160], the cyber

threats of microgrids are: 1) multiple electronic-based devices as access

points [158]; 2) internet exposure and communication inside and outside the

microgrids [161]; 3) mismatch between legacy and new architectures [46]. To

ensure the safety of microgrids, several standards and guidance are proposed,

including: 1) IEEE 2030.9-2019 [162], i.e., IEEE recommended practice for

the planning and design of the microgrid; 2) and a reference architecture
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proposed by Sandia National Laboratory [19]. Detailed studies regarding the

cyber resilience of microgrids are investigated as follows.

5.3.1. Before a cyber-attack event

For cyber-attack impacts on local controllers, Zhang et al. [163] construct

a concurrent attack model aiming at misleading local estimated and commu-

nicated voltages simultaneously in DC microgrids. Then, a detection strategy

based on ensemble empirical mode decomposition is developed to avoid model-

based detection and a criterion is proposed for attack classification. Nikmehr

and Moradi [164] propose an attack model considering the FDI cyber-attack

in microgrid control centers. The game-theory approach is then adopted to

model the attack-and-defend interaction between microgrids. In addition, for

cyber-attack impacts on grid-support functions, Mohamed et al. [165] prove

that the FDI cyber-attack is able to influence the synchronization of micro-

grids. An analytical framework is presented to provide success conditions for

the attacks as well as the weakness of the synchronization system. Then, two

mitigation strategy is devised to prevent potential attacks.

5.3.2. During a cyber-attack event

To prevent cyber-attacks from jeopardizing the secure operation of micro-

grids and interconnected systems, efficient detection and defense strategies

are necessary. For instance, Saad et al. [166] introduce the Internet of Thing-

based digital twin to develop a framework that can detect and respond to

cyber-attacks in networked microgrids. In addition, Hao et al. [167] develop

an adaptive Markov defending strategy to estimate the attacker’s behavior

and make adaptive responses in order to prevent jeopardizing the secure
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operation of microgrids.

5.3.3. After a cyber-attack event

In [168], a resilient controller based on a two-layer augmented linear

quadratic regulator and unknown input observer is proposed. The proposed

controller can achieve frequency control of microgrids under FDI cyber-attacks

and enhance the resilience of microgrids. Moreover, Khalghani et al. [169]

propose a hidden layer-based distributed cooperative control algorithm to

maintain the stability of the islanded microgrids under FDI cyber-attacks.

Furthermore, Liu et al. [170] propose an optimal frequency control scheme

for distributively controlled microgrids. The proposed robust algorithm can

withstand cyber-attacks within certain ranges or isolate the contaminated

information from spreading when attacks are out of bounds. In addition,

Chlela et al. [171] propose a fullback control strategy to defend DoS cyber-

attacks, which can be used in 100% inverter-interfaced microgrids.

Remark: The power electronics devices in power prosumption (e.g., elec-

tric vehicles, smart buildings, microgrids) are closely related to the end-users.

In other words, the cyber-attack surface is geographically widespread and

the cyber-attack-induced consequences would have direct impacts on people.

In this regard, the cyber-attacks on a power electronics device in power

prosumption may result in safety hazards to: 1) other power electronics

devices (e.g., vehicle to vehicle [132]); 2) human beings (e.g., vehicle to pedes-

trian [131]); 3) the whole power grid (e.g., vehicle to grid [172], grid-interactive

buildings [148]); 4) the smart city [173, 149]. To this end, the immature com-

munication protocols [131] and unregulated cybersecurity standards [174] of

power electronics devices in power prosumption should be further improved.
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6. Cyber resilience of energy storage systems

Since power systems are integrated with increasing penetration of renew-

able energy resources, the energy storage systems become a key component

against the intermittency and volatility either in generations or loads [175]. In

addition, the prosperity of electric vehicles also contributes to the expansion

of energy storage. As a result, the size of stationary and transportation energy

storage combined markets will be three to five times the current level by

2030 [176].

Typically, an energy storage system interconnected to a power grid consists

of the battery pack, power conversion system, battery management systems,

supervisory control system, and communication system [48]. As a cyber-

physical system, the energy storage system is also prone to various cyber-

attacks. For example, it is demonstrated that the smart battery controller of

MacBook can be hacked and the battery data can be maliciously modified,

leading to safety hazards, such as overcharging or fire [29]. More importantly,

since the energy storage systems are usually embedded in electric vehicles,

smart buildings, and power grids, the cyber-attacks on an energy storage

system could be propagated to other devices, leading to possible cascading

failures.

Therefore, several cybersecurity-related roadmaps and standards are pro-

posed, including: 1) the critical infrastructure protection standard proposed

by North American Electric Reliability Corporation [177]; 2) IEEE standard

2030.2-2015, i.e., IEEE Guide for the Interoperability of Energy Storage Sys-

tems Integrated with the Electric Power Infrastructure [178]; 3) Standard for

the Installation of Stationary Energy Storage Systems proposed by National
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Fire Protection Association [179]; 4) Energy Storage Systems Safety Roadmap

proposed by U.S. Department of Energy [180].

6.1. Before a cyber-attack event

Zhuang and Liang [181] investigate the theoretical principle of constructing

the FDI cyber-attacks targeting at state-of-charge estimation inside an energy

storage system. Then, sequential FDI cyber-attacks and an online construction

method are proposed. In addition, using artificial neural networks, Pasetti

et al. [182] demonstrate the feasibility of man-in-the-middle attacks against

energy storage systems.

6.2. During a cyber-attack event

Lee et al. [183] establish a fault diagnosis model based on convolutional

neural networks to evaluate the trustworthiness of battery data in energy

storage systems. The proposed model can detect and classify battery faults

caused by different reasons, such as sensor faults, communication failures,

and cyber-attacks. Farraj et al. [184] address the impact of FDI cyber-

attacks on storage-based transient stability control. Closed-form expressions

of rotor dynamics are derived considering FDI cyber-attacks on the parametric

feedback linearization control.

6.3. After a cyber-attack event

Ding et al. [185] propose an acknowledgment-based detection strategy and

a communication recovery mechanism to defend the DoS attacks targeting

heterogeneous energy storage systems. Then, a distributed secondary control

scheme is proposed to maintain the secure operation of energy storage systems
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with finite time. Moreover, Chen et al. [186] propose a decentralized secondary

control scheme for multiple heterogeneous battery energy storage systems

against DoS cyber-attacks. Therein, a strategy based on signal-to-interference-

plus-noise-ratio is constructed to ease the burden of communication resources

occupation under DoS attacks. Furthermore, Deng et al. [187] develop a dis-

tributed resilient control strategy based on an adaptive technique for multiple

energy storage systems in islanded microgrids. Therein, the stability of the

systems under unknown faults and cyber-attacks can be guaranteed using

the Lyapunov method. In addition, Sharma et al. [188] establish a fuzzy

logic-based cyber-attack detection scheme for distributed energy storage sys-

tems. Therein, a consensus-based leader-follower distributed control strategy

is proposed to ensure stable operation under cyber-attacks.

7. Discussion regarding the cybersecurity paradigm shift from

power grids to power electronics devices

7.1. General cyber threats of power electronics devices

For comparison, the cyber resilience of each power electronics device

is illustrated in Table 4. Since the power electronics-enabled power system

consists of multiple cyber-physical subsystems in each power electronics device,

previous studies have made significant efforts to enhance cyber resilience

against potential cyber threats. Therein, two general cyber threats of power

electronics devices are summarized as follows.

One general cyber threat of the power electronics devices inside a power

system is the closed-loop feedback controllers that rely on real-time measure-

ment data. To detect and distinguish the natural noises and/or malicious
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injections in measurement data, the power system control center implements

bad data detection (e.g., the largest normalized residual test [189]) before

delivering the verified measurement to the subsequent applications. How-

ever, nearly no power electronics controllers have similar default detection

mechanisms before adopting the measurement data as control inputs. This

is a critical cyber vulnerability since the measurement data that are either

locally collected or remotely transmitted could be possibly compromised by

many kinds of cyber-attacks. As a result, the compromised power electron-

ics controllers (e.g., voltage controller, current controller, power controller,

etc.) may cause severe damage to the power electronics devices, including

overvoltage [59], overcurrent, etc. More importantly, since the interconnected

power electronics devices usually have multiple grid-support functions, the

compromised power electronics controllers could also jeopardize the secure

operation of power grids, leading to active power imbalances [123], frequency

and voltage deviations [190], and subsequent affordable consequences.

The other general cyber threat of the power electronics devices inside a

power system is the substantial number of communication infrastructures

among geographically widespread devices. The cyber threat is driven by

multiple motivations, including but not limited to [14, 191]: 1) the trend

towards collective and/or coordination control strategy; 2) the need for distant

control and communication due to remotely located devices; 3) additional

access points from both hardware modifications and software injections; 4)

publicly accessible internet due to multi-stakeholder environment and varying

device stewardship.
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7.2. Cybersecurity paradigm shift from power grids to power electronics devices

For comparison, the similarities and differences of cybersecurity paradigms

between power electronics devices and power grids are illustrated in Table 5.

The similarities are manifested in two folds. First, both the power electronics

device and the power grid suffer from cyber-attacks on measurement data and

command data. This is achieved by manipulating the metering and communi-

cation infrastructures using data integrity attacks (e.g., the FDI attack), data

availability attacks (e.g., the DoS attack), and data confidentiality attacks

(e.g., malware). Second, the cyber resilience of both the power electronics

Table 5: Similarities and differences of the cyber resilience between power electronics

devices and power grids

power grid

OPF control

power electronics

general control

paradigm

open-loop control

(measurement is indepen-

dent of control output)

closed-loop controller

(measurement is feed-

back of control output)

timescale
long

(minutes/hours)

short

(milliseconds/seconds)

stealthiness
achieved by satisfying

power flow equation

achieved by corrective action

of closed-loop controller

difference

communi-

cation

centralized

architecture

decentralized/distributed

architecture

cyber-attack

data integrity/availability/confidentiality

cyber-attack on measurement/command data

via metering/communication infrastructures
similarity

cyber-defense
identification/detection/response cyber-defense

strategies before/during/after cyber-attacks
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device and the power grid could be enhanced in three stages, i.e., before,

during, and after cyber-attack events. This is achieved by 1) identifying

cyber vulnerabilities of the system model; 2) detecting cyber-attack injections

on measurement/command data; 3) respond and mitigate the cyber-attack-

induced consequences. Note that the cyber-defense strategies in three stages

could be implemented in either an independent or coordinated manner.

The differences of cybersecurity paradigms between power electronics

devices and power grids are manifested in several folds. First, as shown in

Fig. 10, one significant cybersecurity paradigm shift from power grids to

power electronics devices is the transition from an open-loop paradigm to

a closed-loop paradigm. The closed-loop cybersecurity paradigm indicates

that the measurement of the power electronics controllers is the feedback of

control outputs, while the open-loop cybersecurity paradigm indicates that

the measurement of the power grid applications is independent of control

outputs.

For instance, the cyber-attacks on a power grid application (e.g., the

system
model

detection 
during cyber-attack

identification 
before cyber-attack

response 
after cyber-attack

measurement from 
control feedback

power electronics
closed-loop control

(power/voltage/current control)

command

power grid
open-loop application

(optimal power flow)

attack-induced
consequence

measurement

command

cyber-attack on data 
integrity/availability

deteriorating economy
/security/stability

over-voltage/current/modulation, 
incorrect power conversion 

grid-support 
function

attack-induced
consequence

corrective 
control

generation
dispatch

Figure 10: Comparison of the cyber attack/defense paradigms between the power electronics

closed-loop control and the power grid open-loop application.

44



widely applied optimal power flow (OPF)) are designed to compromise the

measurement data (e.g., the real-time loads) that are independent of the

decision-making (e.g., the generation outputs). This could result in inap-

propriate re-dispatch of generations, leading to the deterioration of power

system economy [192], security [193], stability [194], etc. By comparison,

the power electronics controllers i.e., closed-loop feedback controllers, are

designed to accurately and rapidly regulate the measurement feedback so as

to track the varying command. In other words, once the measurement and/or

command data are compromised, the corrective actions of the closed-loop

power electronics controllers (e.g., voltage/current/power controllers) would

lead to overvoltage, overcurrent, etc. This could jeopardize not only the power

electronics device but also the interconnected power grid.

Second, the timescales of the cyber-attack-induced consequences are dif-

ferent. For the power grid OPF control, the cyber-attack-induced re-dispatch

of OPF [192] is usually in the time span of minutes [189]. By comparison,

the cyber-attack-induced overvoltage of a converter voltage controller [59] is

usually in the time span of milliseconds. This implies that the cyber defenders

for a power electronics device have little time to detect, locate, and mitigate

the cyber-attacks before irreversible consequences.

Third, the cyber-attack stealthiness on power grids and power electronics

devices are achieved in an active manner and reactive manner, respectively.

From the viewpoint of the power system OPF, the FDI cyber-attack is stealthy

if the cyber-attack injections satisfy the power flow equation [195] and thus

bypass the bad data detection. By comparison, it is interesting to find that

FDI cyber-attacks on measurement data are also stealthy to power electronics
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controllers [59]. This is due to the corrective action of the closed-loop power

electronics controller, which consistently eliminates the difference between

the command and the possibly compromised measurement.

Fourth, the main cyber threats are manifested in different communication

architectures. Typically, a power grid is operated by the control center with

a centralized control and communication architecture. That is, data are

transmitted between the control center and other globally widespread devices.

It is the cyber-attack on the centralized communication architecture that

threatens the power grid secure operation. By comparison, a power electronics

device is controlled in a decentralized communication architecture (via locally

collected measurement [23]) or distributed communication architecture (via

information sharing with surrounding devices [59]). It is the cyber-attack on

the decentralized or distributed communication architecture that threatens

the secure operation of the power electronics device.

7.3. Limitations

The major limitations of this review are discussed to provide insights for

future directions. First, although the cyber resilience enhancement strategies

before, during, and after cyber-attack events are investigated, the operational

costs and control efforts to achieve the cyber-defense strategies are not clearly

addressed. In other words, the cyber-defense strategies on power electronics

devices may require additional economic investments and/or deteriorate

controllers’ performance. Therefore, it is needed in future work to consider

not only the effectiveness but also the cost-effectiveness when addressing

a cyber resilience enhancement strategy before, during, and after cyber-

attack events. This is practical for not only power system operators but also
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stakeholders of the integrated power electronics devices.

Second, this review only investigates the cyber resilience enhancement

strategies from the viewpoint of a cyber defender, which may not be sufficient

to counteract state-of-the-art cyber-attacks. For instance, the choice of the

most damaging attacking purpose from a cyber attacker may be different

from the one from a cyber defender. In this regard, the viewpoints from both

a cyber defender and a cyber attacker are needed to comprehensively address

the cyber resilience of power electronics-enabled power systems.

8. Conclusions and future trends

8.1. Conclusions

Empowering energy infrastructures with physical resilience has been well

investigated, but it has not been well addressed to construct a cyber-resilient

energy infrastructure that equips the capability to anticipate, absorb, adapt

to, and rapidly recover from a potentially disruptive cyber-attack event. In

particular, since the current power systems are integrated with increasing

power electronics devices and related access points, the potentially destruc-

tive cyber-attacks could result in severe consequences with increasingly high

probability, which are rarely considered in the traditional methodology. To

this end, this review comprehensively investigates the cyber resilience of

power electronics-enabled power systems from three aspects, i.e., before, dur-

ing, and after cyber-attack events. Therein, the representative cyber-attack

events, cyber-defense threats, and cybersecurity regulations of multiple power

electronics devices (in power generation, power transmission, power prosump-

tion, and power storage) are addressed, respectively. More importantly, this
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review proposes a general cybersecurity paradigm of power electronics closed-

loop controllers, which is different from the one of power grid open-loop

applications.

The stakeholders of all the integrated power electronics devices could

benefit from this review in terms of constructing a cyber-resilient framework

before, during, and after potential cyber-attacks. Then, the power grid

operators can make use of this review to implement effective and cost-effective

cyber-defense strategies. In the long term, this review facilitates policy-makers

to propose power electronics-oriented cybersecurity standards and regulations,

which help establish social, economic, and environmental resilience.

8.2. Future directions

The trend toward a power electronics-intensive power system has been

accelerating due to the urgent demand for carbon neutrality. Nevertheless,

the cyber resilience solutions catering specifically to the power electronics-

enabled power system are still in the early days of development. Hence, there

remain lots of unsolved problems and undiscovered future directions from the

viewpoints of either a cyber defender or a cyber attacker.

From the viewpoint of a cyber defender, one promising future direction

for the cyber resilience of the power electronics-enabled power system is the

trade-off between cybersecurity and controllability. For instance, there exists

a conflict between the control performance and the intrusion detection rate

due to the following reasons. First, the power electronics controller should

quickly regulate the small fluctuations between the command and the real-

time measurement. Second, it should also rapidly suppress large disturbances

to avoid severe faults. Third, the power electronics controllers are usually
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controlled in the time span of milliseconds or seconds and thus have little time

for detection. To this end, it is necessary to investigate how to concurrently

ensure cyber resilience and guarantee controllability.

To provide insight for system operators, one future direction from the

viewpoint of a cyber attacker is the cost-effectiveness of the cyber-attacks

on the power electronics-enabled power system. The cyber-attacks on a

traditional SG-based power system have been demonstrated to achieve differ-

ent attacking purposes, including the economy (e.g., maximum of operation

costs [192], illegal profits from electricity markets [196]), security (e.g., line

overloading [193]), stability (e.g., deterioration of stability margin [194]), etc.

To this end, how to achieve different and multiple attack purposes on a power

electronics-enabled power system and how to achieve the cost-benefit trade-off

of implementing such cyber-attacks would be promising research directions.

Appendix A. Cybersecurity regulations and roadmaps for power

systems and power electronics devices
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Figure. 9: Control and communication architecture of a multi-terminal VSC HVDC system.
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Figure. 10: Comparison of the cyber attack/defense paradigms between the power

electronics closed-loop control and the power grid open-loop application.
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